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1. Introduction

This Functional Requirements Document (FRD) is a formal statement of an application's functional and non-functional requirements. It consists of the following characteristics:

· Specifies a complete set of requirements or capabilities for the system
· Void of a physical design solution in that it explains what functionality is needed, versus how the functionality will be implemented by use of technology
This document is critical for system development. It is used for the following:

· Designing and developing the system

· Validating and verifying that the system has met the requirements

· Determining the success of the program/project

This document serves as a software engineering specification for the Digital Certificate Service (DCS) program. The system development team agrees to provide the capabilities specified. The Federal Aviation Administration (FAA) client team agrees to find the product satisfactory if it provides the capabilities specified in this FRD.
1.1 Executive Summary

The primary mission of the FAA is to provide the safest, most efficient aerospace system in the world.  Major FAA functions include regulating civil aviation; developing new aviation technologies; developing and operating common air traffic control system for civilian and military aircraft; and research and development centered on the National Airspace System (NAS).  The FAA must also regulate and certify the people and aircraft that use the airspace.  Daily, the FAA manages more than 30,000 commercial flights that move over two million passengers safely each day.  The FAA mission depends on secure information sharing and information systems to ensure safety and security of both civilian and military aircraft. 

The FAA Office of Aviation Safety, (AVS) is responsible for the certification, production approval, and continued airworthiness of aircraft; and certification of pilots, mechanics, and others in safety-related positions.  AVS is also responsible for:

· Certification of all operational and maintenance enterprises in domestic civil aviation;
· Certification and safety oversight of approximately 7,300 U.S. commercial airlines and air operators;

· Certification of Government and Industry Flight Simulations Training Devices (FSTD);
· Civil flight operations, and;
· Developing regulations.

The AVS Management Team (AVSMT), comprised of the senior executives of AVS and its underlying services, focuses the AVS organizational resources on completing its stated mission in overseeing civil aviation within the U.S.  As such, the AVSMT requires specific, regular, and reliable monitoring of the performance of its resources, along with closely tracking industry performance.  The key performance criteria and the reporting of the results on a periodic basis allows AVS to not only measure aviation activities against goals, but also to trend and better understand indicators that directly and indirectly relate to and have impacts on aviation safety. 

The Office of Quality Integration and Executive Services (AQS) is the AVS support organization charged with enabling assorted AVS business processes through the introduction of information technology in order to support AVS and its underlying services’ business processes, as well as ensuring the quality of all AVS systems.
The FAA has tasked the Lockheed Martin (LM) NAS Integration Support Contract (NISC) Team to develop the DCS Program. 
NISC will create and maintain ALL digital signature certificates utilized within the Web-Based Operations Safety System (WebOPSS) Program and eForm service by FAA and Industry personnel. Digital signature certificates will be valid for one (1) calendar year. NISC will provide technical, program management, and Tier-3 User Support throughout the period of performance.
The DCS application will support organizational units and applicable users that are considered its internal stakeholders to include:

· FAA, AFS-260 Technical Programs Branch - Program Administrators

· FAA, AQS-230 Information Technology Division

· FAA, AQS-233 Applications Development Branch
· Industry Personnel

1.2 Business Background 
The purpose of this application is to issue digital certificates to FAA users and Industry users, and allow users to retrieve, revoke and renew Digital Certificates. The DCS online application allows industry users to purchase digital certificates to digitally sign documents in the WebOPSS application and eForm 337 service. It also allows authorized individuals to issue digital certificates to FAA users. Digital certificate holders can retrieve, revoke and/or renew their digital certificates via DCS online application. 
Digital certificates/signatures describe markings used to bind a party or to authenticate a record.  It is considered the digital equivalent of the traditional handwritten signature used to sign a contract or document.  
1.3 Current Application
This application is a newly developed application that will reside in a production environment hosted at the Mike Monroney Aeronautical Center (MMAC) in Oklahoma City by the FAA.  This application is developed using Microsoft ASP.NET Framework 4.0, MVC 3.0 and a Structured Query Language (SQL) 2012 database.

1.3.1 Data Dependencies

Currently, the DCS application is using a standalone database. In the future, the DCS application may access the WebOPSS database. 

1.3.2 Software dependencies

ASP.Net MVC 3.0 is required to develop/host the DCS application.
1.4 Assumptions and Constraints
Digital Certificates will be provided by a trusted third party certificate authority.
User identity will be verified by a trusted third party.
1.5 Non-U.S. residents and other individuals unable to complete the online identity verification process will be provided an alternate means of identity verification.
1.6 Interfaces to External Systems
The DCS application currently accesses 3rd-party online services to include Virtual Merchant for credit card payment, Equifax for identity authentication and GlobalSign for digital certificate issuance.
1.7 Points of Contact

· 





· Mary Horn

FAA, AQS-230

Program Manager, COR/COTR 

Information Technology Division

Phone: 202-385-9520

Email: Mary.Horn@faa.gov
· Jenny Stack

FAA, AQS-233

Backup Program Manager, COR/COTR 

Applications Development Branch

Phone: 804-222-7494

Email: Jenny.Stack@faa.gov
· Monica Grusche

FAA, AFS-260

Management & Program Analyst

Technical Programs Branch

Phone: 202-267-5487

Email: Monica.Grusche@faa.gov
2. System Summary

DCS is a public web-based application that is developed using the Microsoft .NET Framework 4.0 and Microsoft (MS) SQL Server 2012 database.  The application helps Industry users to request Digital Certificates online, and allow the DCS Administrator to issue Digital Certificates to FAA users. 

The DCS application has five (5) primary components to include:

· Presentation Layer - Web Component  based on ASP.NET MVC3  Framework 

· Business Access Layer - Business Rules and validation components

· Data Access Layer (DAL) - Reading and writing to SQL database

· Common Layer - Utility Component that will incorporate all cross cutting services 

The DCS application also uses the following components and services:

· Entity Framework for Object Relational Mapping (ORM) 

· Relational Database back end (Microsoft SQL Server 2012) for data repository

· JQuery and JQuery UI for client-side scripting and rich user-interface 
2.1 Proposed Application Summary
This application is being developed using C#, and written in a Microsoft ASP.NET Framework 4.0 and MVC 3.0.  The application will be developed using a new SQL database.  Currently, this application will be hosted to all Internet users.  

The following URL will be the official link for the new DCS application:           

https://dcs.faa.gov/

2.2 DCS Business Work Flow Diagram
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Figure 2‑1.  DCS Business Work Flow Diagram
2.3 DCS FAA User Renew Work Flow Diagram
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Figure 2‑2.  DCS FAA User Renew Work Flow Diagram
2.4 DCS Industry User Renew Work Flow Diagram
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Figure 2‑3.  DCS Industry User Renew Work Flow Diagram

3. Functional Process Requirements

Functional process requirements describe the required system functions necessary to meet the business/user needs and requirements. These functional requirements are grouped by “User Role” (e.g., Industry User, Administrator), and within each user role a collective grouping of related requirements organized to mirror the sequence of functional activities for the specified user role. 

3.1 Data Requirements

A. The DCS database must maintain three (3) types of data to include Reference, Transaction and Audit.
1. Reference data - Must be maintained in internal tables, and must support data entry, business rule logic, and system generated output. This data must be used by system functionality to streamline and validate data entry, as well as facilitate system-performed functions.
2. Transaction data – When a user or system adds, changes, or deletes a record, the system must maintain these updates.
3. Audit data - When a user or system adds, changes, or deletes a record, the system must retain details about the source, type of activity, and date/time.
3.2 Digital Certificate Service Home Page

B. A user (e.g. Industry User, FAA User, Administrator) must use his/her Internet Explorer (IE) browser (Internet v8.0 or higher) and enter the production URL into the address field, press the Enter key and the application must display the Digital Certificate Service Home page. 
1. The following URL must be the official link for the new DCS application: https://dcs.faa.gov/
C. The Digital Certificate Service Home page must display the following data elements and functions:

1. Header – Refer to section 3.2.1 for Header requirements

2. Menu Bar – Refer to section 3.2.2 for Menu Bar requirements
3. Continue function  - When a user selects the Continue function the application must display the Digital Certificate page
4. Footer – Refer to section 3.2.3 for footer requirements
3.2.1 Header
D. The header on all pages must display the following functions:

1. FAA function –When a user selects the FAA link the application must display the FAA Home page.

2. 
3. Logon function (Administrator only) – When an Administrator selects the Logon function the Administrator Logon page must appear. Refer to section 3.4.1 f or the Logon requirements.

4. Log off function (Administrator only) When an Administrator selects the Log Off function the Digital Certificate Service Home page must appear. Refer to section 3.4.1.2 for Log Off requirements.

5. Change My Password (Administrator only) – Refer to section 3.4.1.1 for the Change My Password requirements.

3.2.2 Menu Bar

E. The Menu Bar must appear on every web page of the application and display the following functions: 

1. Home – Selecting the Home function on the menu bar must display the Digital Certificate Service Home page.

2. Digital Certificate – Selecting the Digital Certificate function must display the Digital Certificate page. Refer to section 3.3 for the Digital Certificate requirements.
3. Support – Selecting the Support function must display the Support page. Refer to section 3.2.4 for the Support requirements.

4. Administration – (Administrators only). The Administration function must appear when an Administrator successfully logs onto the application. Selecting the Administration function must display the Administrator Home Page. Refer to section 3.4 for Administration requirements.
3.2.3 Footer

F. The footer on all pages must meet current FAA branding requirements and display the following functions:

1. DOT Intranet– Selecting this function must display the DOT home page

2. Readers:

i. Adobe icon – Selecting the icon must launch the application

ii. PowerPoint icon– Selecting the icon must launch the application

iii. Zip icon – Selecting the icon must launch the zip function.

iv. WORD icon– Selecting the icon must launch the application

v. Excel icon– Selecting the icon must launch the application

3. Web Policies

i. Web Policies & Notices – Selecting this function must display the Web Policies & Notices home page

ii. Privacy Policy – Selecting this function must display the FAA Privacy and Website Policy home page

iii.  Accessibility – Selecting this function must display the Accessibility home page

4. Government Sites

i. DOT.gov – Selecting this function must display the Department of Transportation home page

ii. USA.gov – Selecting this function must display the USA.gov home page

iii.  Plainlanguage.gov - – Selecting this function must display Plain Language.gov home page

iv. Recovery.gov – Selecting this function must display the Recovery.gov home page

v. Regulaltions.gov – Selecting this function must display the Regualtions.gov home page

vi. Data.gov – Selecting this function must display the Data.gov home page

5. Frequently Asked Questions

i. All Questions – Selecting this function must display the FAQ home page

6. Contact Us

i. Contact FAA – Selecting this function must display the Contact FAA home page

ii. OIG Home – Selecting this function must display the OIG home page

iii. FOIA – Selecting the link must display the website FOIA home page
3.2.4 Support
G. When a user (e.g., Industry User, FAA User, Administrator) selects the Support function on the menu bar the Support page must appear.

H. The Support page must display the following (data elements) information and functions:

1. General Request: 

i. Forgot Password function.  Refer to section  

1. When a user selects the Forgot Password function the Find My Password page must appear.

2. The Find My Password page must display the following function and data elements.

a. E-mail address

b. Find Password function

3. When a user enters his/her email address in the E-mail address field and selects the Find Password function, a system generated message must appear and state “Your password has been sent to your email account.”

4. If a user fails to enter an email address or enters an invalid email address, a system generated message must appear and state “Invalid email address. Please verify your email address and try again.” 

2. Helpful Information

i. Frequently Asked Questions – Selecting this must open a separate window and display the Frequently Asked Questions document.
ii. Proof Of Identity Form function – Selecting this function must open a separate window and display the Proof Of Identity Form.  

iii. Help Installing your certificate – eForm 337 only function – Selecting this function must open a separate window and display the eForm 337 Digital Certificate Installation document.

iv. Help Retrieving your Certificate – Selecting this function must open a separate window and display the Obtain Digital Signature document. 

v. Help deleting your certificate –eForm 337 only function – Selecting this function must open a separate window and display the eForm 337 Delete Previous/Expired Digital Certificate

vi. How to reset your password function – Selecting this function must open a separate window and display the Retrieve and reset digital Signature Password document.

3. Purchasing Options (Industry Users only) – The application must display information related to purchasing options:

i. Option 1: Via the Purchase New Digital Certificate option from the home page

ii. Option 2: Via Proof of Identity Form (link) – This must open a separate window and display the Proof Of Identity Form.  

4. Certificate Fees – Must provide pricing and description for new certificates, invalid authentication, and renewal.

5. Pay via Credit Card – Must display information on how to pay for digital signature via credit card, and must also display a link to report suspicious activity.

6. Refund Information – Must provide information on how to request a refund via a supplied link.

7. Digital Signature support – Must provide, via email links, support for WebOPSS digital signature and eForm 337 digital signature.

3.3 Digital Certificate
The Digital Certificate page enables a user to purchase (Industry User only), retrieve or revoke his/her certificate via the Internet.
I. When an Industry User selects the Continue function on the Digital Certificate Service Home page the Digital Certificate page must appear.

J. The Digital Certificate page must display the following functionalities:

1. Purchase a New Certificate (for Industry Use Only) – This function must apply to Industry Users only. Refer to section 3.3.1 for requirements.
2. Retrieve Certificate – This function must apply to both Industry Users and Administrators. Refer to section 3.3.2 for requirements.
3. Revoke Your Certificate – This function must apply to both Industry Users and Administrators. Refer to section 3.3.3 for requirements.
4. Support – This function must apply to both Industry Users and Administrators. For information on the Support function requirements, refer to section 3.2.4.

3.3.1 Purchase a New Certificate (For Industry User Only)
K. When an Industry User selects the Purchase a NEW Certificate (For Industry Use ONLY) function the Purchase New Certificate Agreement page must appear.
L. The Purchase New Certificate Agreement page must display the following data elements functions:
1. A narrative of how DCS authenticates the Industry User’s identity via Equifax Credit Services and the requirements to successfully apply for a digital signature within 72 hours.

2. Support function – refer to section 3.2.4 for requirements.

3. Read Customer Agreement function
4. I Accept the Customer Agreement function

5. I Decline the Customer Agreement function

M. When an Industry user selects the Read Customer Agreement function a separate window must appear and display the contents of the Digital Certificate Service Subscriber Agreement.
N. When an Industry user selects the I Decline the Customer Agreement function the application must navigate back to the Digital Certificate Service Home page.

O. When an Industry user selects the I Accept the Customer Agreement function the application must display the Select your Residency Status page must appear.

P. The Select Your Residency Status page must display the following functions and data elements.

1. U.S. Residents function – Selecting this function must display the New Certificate Request page.
2. Non U.S. Residents – Selecting this function must display the Non-U.S. Residents page.
3. Narrative disclaimer – Use of the Life Lock monitoring system must require user to complete the Proof of Identify form in lieu of the New Certificate Request form.
4. Proof of Identity Form function – Selecting this function must display the Proof of Identity Form. 
3.3.1.1 New Certificate Request (U.S Residents)
Q. The New Certificate Request page must display the following data elements and functions.

1. First Name – This must be a required field. If no entry is made, a system generated message must appear and state “First Name field is required”.

2. M.I. – The Industry user’s middle name must be optional.
3. Last Name – This must be a required field. If no entry is made, a system generated message must appear and state “Last Name field is required”.

4. Suffix – The Industry user’s suffix must be optional.
5. Social Security Number – This must be a required field. If no entry is made, a system generated message must appear and state “Social Security Number field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid SSN input”.

6.  Date of Birth (MM//DD/YYYY) – This must be a required field. If no entry is made, a system generated message must appear and state “Date of Birth field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid Date”.
7. Driver’s License Number – This must be a required field. If no entry is made, a system generated message must appear and state “Driver’s License Number field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid Driver’s License”.

8. State Driver’s License Issued – This must be a required field. If no entry is made, a system generated message must appear and state “The Driver’s License Issued field is required”.

9. Driver’s License Address– This must be a required field. If no entry is made, a system generated message must appear and state “The Driver’s License Address field is required”.

10. Current Street Address – This must be a required field. If no entry is made, a system generated message must appear and state “Current Street Address field is required”. 
11. Years at this Address – This must be a required field. If no entry is made, a system generated message must appear and state “Years at this Address field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid Years at this Address”.

12. City – This must be a required field. If no entry is made, a system generated message shall appear and state “City field is required”.

13. State – This must be a required field. If no entry is made, a system generated message shall appear and state “State field is required”.


14. Zip Code – This must be a required field. If no entry is made, a system generated message must appear and state “Zip code field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid Zip code”.

15. Previous Street Address – If the user has entered less than 2 years at the current address, this must be a required field.  If no entry is made, a system generated message must appear and state “Previous Street Address field is required”. If the user has entered 2 or more years at the current address, this must be an optional field.
16. Previous City – If the user has entered less than 2 years at the current address, this must be a required field.  If no entry is made, a system generated message shall appear and state “Previous City field is required”.  If the user has entered 2 or more years at the current address, this must be an optional field.

17. Previous State– If the user has entered less than 2 years at the current address, this must be a required field.  If no entry is made, a system generated message shall appear and state “Previous State field is required”.  If the user has entered 2 or more years at the current address, this must be an optional field.

18. Previous Zip Code– If the user has entered less than 2 years at the current address, this must be a required field.  If no entry is made, a system generated message shall appear and state “Previous Zip Code field is required”.  If an invalid entry is made, a system generated message must appear and state “Invalid Zip code”.  If the user has entered 2 or more years at the current address, this must be an optional field. 

19. Home Phone – This must be a required field. If no entry is made, a system generated message must appear and state “Home Phone field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid Home Phone”.

20. Email Address – This must be a required field. If no entry is made, a system generated message must appear and state “Home Email Address field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid Email Address”.

21. Organization Name – The section for Organization information should be separated by a heading “Organization Information” followed by the statement “The following organization information is not being used to validate your identity but will be used as information within the issued digital certificate.” 
 This must be an optional field. 
i. The application must serve as a search engine and provide a list (if applicable) of valid organization names, based on certificate holder/operator names contained within WebOPSS.  The user must be presented with a narrowed list following on the first several keystroke entries into the field.
22. Organization City – This must be an optional field. 
23. Organization State – This must be an optional field. 
24. Country – This must be an optional field. 
25. Continue function – Selecting this function must validate against the required information on the page.  If any fields are missing or contain invalid information, those messages must be displayed on the page next to the corresponding field.  If all required information has been properly entered, the system must display the "Please Review Your New Certificate Request Information page. 
R. Cancel function – This navigates back to the Digital Certificate Service Home Page
S. The system must allow Industry Users to enter Organization Name, City, State, and Country as optional fields
 when purchasing a digital certificate.

T. If Industry Users choose to provide organization information, the system must use the auto-complete text box[1] for the Organization Name input.
 [1] An auto-complete text box is similar to a Google-Search box, where suggestions are provided while a user types into the text box. The user then can choose a value from the suggestions list.

U. The system must populate the Organization, City, State and Country automatically, after the organization is selected in the auto-complete text box.
V. The system must retrieve the Organization list, City, State and Country from the WebOPSS [Certificate].[List] database table. (Refer to Section 4.3 System Integration).  
W. The system must not save the Organization Name in DCS, if the Organization is not in the WebOPSS database.

X. The system must use the City, State and Country from WebOPSS if an Organization is entered. If no organization is entered, the system shall allow the user to enter a City and select a State and Country from lists based on WebOPSS …. State table? Country Table?

Y. .

Z. When an Industry User completes the New Certificate Request form and selects the Continue function the Please review your new Certificate request information page must appear.
1. If the Industry User’s identity cannot be verified, the Identity Cannot Be Verified page must appear. 

i. The Identity Cannot Be Verified page must display the following data elements and functions:

1. A narrative on the charges for processing identity check

2. Proof of Identity Form function

3. Support Page function

4. WebOPSS email address function

ii. A system generated email from DCS must be sent to the user to inform user digital certificate cannot be issued due to identity authentication failure, and a notice of a charge of $9.50 for each failed attempt.

iii. A second system generated email from DCS must be sent to inform user the credit card has been charged $9.50.
2. If the user’s identity was successfully authenticated, a system generated email must be sent to the user to serve as a receipt for the digital certificate and a notice that $30.50 is charged to the user’s credit card.

AA. The Please review your new Certificate request information page must contain the same data elements and functions as the New Certificate Request Form page, except all the data elements (fields) populated.

AB. When an Industry user selects the Edit function on the Please Review Your New Certificate Request Information page the New Certificate Request form appears and all data elements must be editable.
AC. When an Industry User selects the Continue function on the Please Review Your New Certificate Request Information page the Credit Card Payment page must appear.
AD. Credit Card Payment
AE. The Credit Card Payment page must display the following data elements and functions.

1. First Name – This must be a required field. If no entry is made, a system generated message must appear and state “First Name field is required”. 

2. Last Name – This must be a required field. If no entry is made, a system generated message must appear and state “Last Name field is required”. 

3. Same as Current Street Address – When this data element is selected the Billing Street Address must be populated with the current street address information entered on the New Certificate Request page.
4. Billing Street Address – This must be a required field. If no entry is made, the system  must generate a message stating “Billing Street Address field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid Address”.

5. Billing Zip Code – This must be a required field. If no entry is made, a system generated message must appear and state “Billing Zip Code field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid Zipcode”.

6. Card number – This must be a required field. If no entry is made, a system generated message must appear and state “Card Number field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid Credit Card Number”.
 
i. The system must only accept the following credit card payment types:

1. American Express

2. MasterCard

3. VISA

4. DISCOVER 

7. CVC Code – This must be a required field. If no entry is made, a system generated message must appear and state “CVC Code field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid CVC Code”.

8. Expiration year – This must be a required field. If no entry is made, a system generated message must appear and state “Expiration year field is required”. 
9. Expiration month – This must be a required field. If no entry is made, a system generated message must appear and state “Expiration month field is required”.
10. Submit function – This must initiate the credit card payment process.
11. Cancel function – This must navigate back to and display the Digital Certificate Service Home Page.
12. Product in this Purchase (narrative) – Must inform the user what they bought and who they bought it from.
13. Certificate Fees table – Must provide pricing and description for new certificates, invalid authentication and renewals.
14. Pay Via Credit Card narrative – Must inform Industry users how the credit card payment is processed and how to report suspicious activity.
15. Refund Information (narrative) – Must inform the user how to request a refund.
AF. When an Industry User completes the Credit Card Payment form and selects the Submit function, the system must verify the credit card information. .
1. If the credit card information provided is verified, the Certificate Request Complete page must appear.
2. If the credit card information cannot be verified, a system generated message must appear and state “Your credit card information cannot be authenticated. Please check your information and try again.”
AG. The Certificate Request Complete page must display the following data elements and functions.

1. A narrative must state that the request for a digital certificate was processed successfully, that the user will be receiving two (2) emails - one email related to when their Digital Certificate will be ready for pickup, and the other email related to how to retrieve their new Certificate with the a supplied password.

2. Support link – Selecting this function must display the Support page.
3. Contact information –must display the WebOPSS email address.

AH. A system generated email must be sent to the user to inform him/her that he/she: 

AI. Is authorized to receive a Digital Signature Certificate, 
AJ. Will be receiving and email from GlobalSign with instructions on how to retrieve their digital certificate signature, and 
AK. Must use the provided password to retrieve their digital certificate signature. 
AL. For certificates to be used in eForm 337, the eForm 337-Installing Your Digital Certificate document and Instruction to Retrieve your Digital Signature document must be attached to the email.
AM. If the was NOT processed successfully, the Identity Cannot Be Verified page must appear.

1. The Cannot Be Verified page must display a narrative to inform the requestor that the identity cannot be verified, and that an email will be sent with an explanation. The narrative will also inform the requestor that $9.50 will be charged for the identity check.

2. Proof of Identity Form function– Selecting this function must display the Proof of Identity Form.
3. Support function – Selecting this function must display the Support page.

4. Contact function – Selecting this function must display the WebOPSS email address.

AN. A system generated email from DCS must be sent to the Industry User to provide them with a valid receipt for the digital certificate signature, and also inform them that their credit card has been charged for the purchase of their digital certificate signature.
AO. A system generated email must be sent to the Industry user from GlobalSign to inform him/her that the digital certificate is ready for pickup via the supplied link.
AP. Retrieving Digital Certificate from GlobalSign
Once an Industry user has successfully purchased or an FAA user successfully entered into DCS to obtain a digital certificate and he/she has received the system-generated email to inform him/her that the digital certificate is ready for retrieval, the following must occur. 
AQ. When a user clicks the supplied link the Enter your Temporary Certificate Pick-up Password page must appear.

AR. When a user enters his/her Pickup password the on Enter your Temporary Certificate Pick-up Password page, and clicks the Next function the GlobalSign Password page must appear.
1. The user must enter the Pickup password that was provided from a prior email. 
AS. Once the Pickup password has been successfully entered, the user will be presented with the Certificate Password page.  
The user is prompted to enter a new password in the Certificate Password field, and re-enter the new password in the Certificate Password (re-enter) field. The user must click the “I agree to the subscriber agreement” checkbox and then click the Next function
1. If the password entered meets the minimum password requirements and the two passwords are identical, then the Install your Digital Certificate and the Intermediate CA certificates page must appear.

2. If the two passwords are not identical, the system must generate a message stating: “Certificate Password and Certificate Password (re-enter), the value is different”.

AT. A system generated email must be sent to the user to inform them that their certificate has been picked up and ready to be installed.
AU. When a user selects the Download My Certificate function on the Install your Digital Certificate and the Intermediate CA certificates page, the File Download dialog box must appear.
AV. When a user selects the Save button on the File Download dialog box the Save As dialog box must appear.

AW. When a user the saves the certificate file using a “.pfx” extension to a given location on their location machine, he/she must be able to navigate back to the location and verify the availability of the digital certificate.

3.3.1.1.1 Forgot Password

AX. When a user selects the Forgot Password function the Find My Password page must appear.

AY. The Find My Password page must display the following data elements and functions:
1. E-mail address

2. Find Password function

AZ. When a user enters his/her email address and selects the Find Password function a system generated message must appear on the page and state “Your password has been sent to your email account.” 
3.3.1.2 Non U.S Residents

BA. When an Industry User selects Non U.S. Residents from the Select Your Residency Status page, the system must display the Non-U.S. Residents page which must display the following data elements and functions.

1. A procedural outline narrative that details the necessary steps to obtain a digital certificate for a non U.S. resident
2. Proof of Identity Form function 
3. Retrieve Your Certificate function

3.3.1.2.1 Proof of Identity Form
BB. When an Industry user selects the Proof of Identity form function a separate window must appear and display the Proof Of Identity Form.

BC. The Proof of Identity Form must display the following elements:
1. Form Title

2. Lockheed Martin address

3. Given name

4. Surname

5. Street Address

6. State/Province

7. Country

8. Company Name

9. Signature

10. Email

11. Copy of ID

12. Notary/Solicitor Signature block

NOTE: An Industry user completes the Proof of Identity form in the presence of a Notary/Solicitor and mails the form back to Lockheed Martin. After approving the form, LM sends a password to the Non-U.S. resident via email.
3.3.1.2.2 Non-U.S. Residents - Retrieve Certificate

BD. When an Industry user selects the Retrieve Your Certificate function on the Non-U.S. Residents page the Non-U.S. Residents – Retrieve Certificate page must appear.

BE. The Non-U.S. Residents – Retrieve Certificate page must display the following data elements and function.
1. Email address

2. Password

3. Continue function

BF. When an Industry user enters his/her email address and password, and selects the Continue function the Credit Card Payment page must appear.  Refer to Section 3.3.1.2. for Credit Card Payment requirements and Section 3.3.1.3 for requirements for Retrieving Digital Certificate from GlobalSign.
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3.3.2 Retrieve Your Certificate

The purpose of the Retrieve Your Certificate page is to enable a user (e.g. Industry User, FAA User) who holds an active digital certificate signature to acquire another Digital Certificate Signature due to a lost or misplaced digital certificate signature.
BU. When a user selects the Retrieve Certificate function from the Digital Certificate page the Retrieve Your Certificate page must appear.
BV. The Retrieve Your Certificate page must display the following data elements and functions:
1. Email address

2. Password

3. Continue function

4. Forgot Password function

BW. When a user enters his/her email address in the E-mail address field, enters his/her password, and selects the Continue function on the Retrieve Digital Certificate Signature page 
BX. If the email address and password are entered correctly, the system must generate a message stating: “Certificate retrieval successful. You will receive an email from GlobalSign shortly with information on how to pick up your certificate.” The system must also generate an email to the user from GlobalSign to inform him/her that their digital certificate is ready for pickup via the supplied link.
1. If the certificate retrieval is unsuccessful, the system must generate a message stating:  “Your digital certificate is invalid or has expired. You cannot revoke/retrieve your digital certificate at this time.”

BY. If certificate retrieval was successful, the system generate an email with a link emust be sent to the user from GlobalSign to inform him/her that their digital certificate is ready for pickup via the supplied link.  Refer to Section 3.3.1.3 for requirements for Retrieving Digital Certificate from GlobalSign.
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3.3.2.1 Forgot Password

CG. When an user selects the Forgot Password function on the DCS Support page, the Find My Password page must appear.

CH. The Find My Password page must display the following data elements and functions.

CI. E-mail address

CJ. Find Password function

CK. When an user enters his/her email address and selects the Find Password function, the system must validate whether the email corresponds to a valid digital certificate user.
CL. If the user’s email address corresponds to a digital certificate, the system must 

i. Generate a message must on the page stating “Your digital certificate retrieval password has been sent to your email account.” 
ii. Send an email message to the user containing the digital certificate retrieval password and instructions.
CM. If the user enters an invalid email address, the system must display a message stating “Invalid email address. Please verify your email address and try again.”
3.3.3 Revoke Your Certificate

The purpose of the Revoke Your Certificate page is to enable a user (e.g. Industry User, FAA User, Administrator) who holds an active digital certificate signature to invalidate their digital certificate.
CN. When a user selects the Revoke Your Certificate function from the Digital Certificate page the Revoke Your Certificate page must appear.
CO. The Revoke Your Certificate page must display the following data elements and functions:
1. Email address

2. Password

3. Continue function

4. Forgot Password function

CP. When an Industry User enters his/her email address in the E-mail address field, enters his/her password, and selects the Continue function on the Retrieve Digital Certificate Signature page 
CQ. A system generated message must appear on the page and state “Your digital certificate was successfully revoked. You may no longer use this certificate.”

1. If unsuccessful, a system generated message must appear and state “Your digital certificate is invalid or has expired, and or “You cannot revoke/retrieve your digital certificate at this time.”
2. If the email and password combination do not match digital certificate records, the system must generate a message on the page stating: “E-mail and password could not be found. Please check and try again.”
3. If the user selects the Forgot Password link, the Find My Password page must appear.  Refer to 3.3.2.1 for Forgot Password requirements.
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3.3.4 Renew Certificate (FAA User & Industry User)

CU. An FAA User or Industry User is qualified for digital certificate renewal, if all of the following criteria are met:

1. The user must possess a digital certificate issued by the system.

2. The user must have a valid email address/password associated with the user in the system.

3. The user must possess a digital certificate that has not expired, or has been expired for no more than 30 days.

4. An Industry User must pass Credit Card authorization process. 

Note: For information on the requirements to the Credit Card Payment page, refer to section 3.3.1.1 New Certificate Request (U.S. Residents).

CV. The system must send out a renewal email notification to FAA Users and Industry Users, before their digital certificates expire, with instructions and URL to renew their digital certificates at intervals of 30 days, 15 days, five (5) days and one (1) day.

CW. The system must allow the FAA User or Industry User access to the Renew Your Certificate page.

CX. When an FAA or Industry User enters his/her valid email address and password on the Renew Your Certificate page, the system must allow the user to proceed with the Renew Digital Certificate process.

1. If the user enters an incorrect email address and/or password, the system must display a message that the “E-mail and password could not be found. Please check and try again.”  The system must not renew the digital certificate.

2. The system must provide the user with a link to retrieve their forgotten password.

CY. The system must not renew a digital certificate if the digital certificate has been expired for more than 30 days. 

1. When an FAA User’s digital certificate has been expired for more than 30 days, the system must provide instructions to the FAA User to contact the Administrator to issue a new digital certificate. 

2. When an Industry User’s digital certificate has been expired for more than 30 days, the system must provide instructions to the Industry User on how to purchase a new digital certificate.

Note: For the requirements for an Industry User to purchase a new digital certificate, refer to section 3.3.1 Purchase a New Certificate (for Industry User Only)

CZ. When an FAA User or Industry User is qualified for digital certificate renewal, the system must follow the process below to renew the digital certificate

1. FAA Users

i. The system must renew digital certificates for FAA Users, and send instructions to the user to pick up the renewed digital certificates.  

ii. The Renewed Certificate must have the same certificate data as in the expiring certificate with the exception of the expiration date. 

2. Industry Users (including Proof-of-Identity Form Users)

i. The system must display the Credit Card Payment page. The Credit Card Payment page must require the Industry User access to pay for the renewal of their digital certificate.

Note: For information on the requirements to the Credit Card Payment page, refer to section 3.3.1.1 New Certificate Request (U.S. Residents).

a) The system must not accept the payment, if the credit card information cannot be validated.
b) The system must provide the user with access to re-enter and resubmit the correct credit card information.

ii. When credit card information is validated and authorized, the system must renew digital certificates for Industry Users, and send instructions to the user on how to pick up the renewed digital certificates.
iii. The Renewed Certificate must have the same certificate data as in the expiring certificate with the exception of the expiration date.
3.3.5 Certificate Details
DA. The system must include O=FAA in all digital certificates.

DB. The system must not include the "L" (Locality) field and "S" (State) field in the digital certificate.

DC. The system must use three (3) OU (optional) fields in the digital certificate (refer to 4.4 thru 4.6 below).

DD. The first OU field in digital certificate:
1. The system must display the FAA Office Code for FAA Users.

2. When Organization Name is provided, the system must display the Organization Name for Industry Users. 
3. When the Organization Name is not provided, the system must leave the first OU field blank.
4. The first OU field is independent to the other OU fields, When the first OU field is blank, the system can display the second and third OU fields if data is available.


DE. The second OU field in digital certificate:
1. When the Organization/Office City is provided for domestic address, the system must display Organization/Office City. 

2. When Organization/Office City is not provided for domestic address, the system must leave the second OU field blank.

3. When Organization/Office Province is provided for international address, the system must display Organization/Office Province.

4.  When Organization/Office Province is not provided for the international address, the system must leave the second OU field blank.

DF. The third OU field in digital certificate:
1. When the State is provided for domestic address, the system must display State. 

2. When the State is not provided for domestic address, the system must leave the third OU field blank.

3. The system must display Country for international address.

3.4 Administration
The Administration function enables an Administrator to manage certificates, view reports, manage users, and view the Error Log and Email log.

3.4.1 Logon

DG. When an Administrator selects the Logon function in the header the Administrator Log On page must appear.

DH. The Administrator Log On page must display the following data elements and function:

1. User Name

2. Password

3. Remember me  
4. Log On function

DI. After an Administrator enters a valid username, password and selects the Log On function, the Administrator Home page must appear.

1. If an Administrator fails to enter a username a system generated message must appear and state “The User Name field is required”.

2. If an Administrator fails to enter a password a system generated message must appear and state “The Password field is required.

3. If am Administrator enters and invalid username and or password, a system generated message must appear and state “Login was unsuccessful. Please correct the errors and try again. The use name or password provided is incorrect.”

DJ. After successfully logging on as an Administrator, the Change My Password function and Log Off function must appear in the header of every page.

3.4.1.1 Change Password 

DK. When an Administrator selects the Change My Password function in the header of any page the Change Password page must appear.

DL. The Change Password page must display the following data elements function:
1. Current Password
2. New Password
3. Confirm New Password
4. Change Password function

DM. When an Administrator enters a valid current password, valid new password, valid confirm new password, and selects the Change Password function a system generated message must appear and state “The password was changed successfully”. 

1. The new password must be a minimum of eight (8) characters in length.

DN. If an Administrator fails to enter his/her current password in the Current password filed a system generated message must appear and sate “The current password field is required”.

DO. If an Administrator fails to enter his/her new password in the New Password filed a system generated message must appear and state “The New password field is required”.

3.4.1.2 Log off 

DP. When an Administrator selects the Log Off function in the header of any page the application must display the Digital Certificate Service Home page.

3.4.2 Administrator Home Page

DQ. The Administrator Home Page must display the following data elements and functionalities:
1. Certificates

i. Request Certificate for FAA Users function

ii. Cancel Certificate (FAA only) function

iii. Add Non U.S. Resident Proof Of identify Form function

2. Reports

i. Certificate Issuance Report function

3. Manage Users

i. Create New User function

ii. Current Users List function

4. Error/Email Log

i. Error Log function

ii. Email Log function

3.4.2.1 Certificates

3.4.2.1.1 Certificate Request for FAA Users
DR. When an Administrator selects the Request Certificate for FAA Users function the Certificate Request for FAA Users page must appear.
DS. The Certificate Request for FAA Users page must display the following data elements and function:
1. Administration Home function – When an Administrator selects the Administration Home function the application must display the Administrator Home page.

2. Email – This must be a required field. If no entry is made, a system generated message must appear and state “The Email field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid Email Address”.

3. Profile – This must be a required field. If no entry is made, a system generated message must appear and state “The Profile field is required”.
4. First Name – This must be a required field. If no entry is made, a system generated message must appear and state “The First Name field is required”.

5. M.I. – This must be optional.
6. Last Name – This must be a required field. If no entry is made, a system generated message must appear and state “The Last Name field is required”.

7. Suffix – This must be optional.
8. Project – This must be a required field. The Project must default to “WebOPSS” but also have options for “FSSS” and “eForm Service” If no entry is made, a system generated message must appear and state “The Project field is required”.

9. Office Code – This must be a required field. If no entry is made, a system generated message must appear and state “The Office Code field is required”. If an invalid entry is made, a system generated message must appear and state “No matches. Search term was reset”.

i. The system must allow a DSC Administrator to enter the FAA Office Code on the FAA User Certificate Request page.

ii. The system must use the auto-complete text box[1]  for the FAA Office Code input.
 [1] An auto-complete text box is similar to a Google-Search box, where suggestions are provided while a user types into the text box. The user then can choose a value from the suggestions list.
iii. The system must retrieve the FAA Office Code, City, State and Country from the WebOPSS [Office].[View_OfficeListAddress] database view. (Refer to Section 4.3 System Integration)
iv. The system must allow the FAA Office Code to be saved in DCS, if it is not in the WebOPSS database.
v. When an Administrator selects an office code belonging to an FAA domestic Office, the system must populate City, and State automatically.
vi. When an Administrator selects an office code belonging to an FAA international Office, the system must populate City/Province and Country automatically.
10. Local – This must be a required field. If no entry is made, a system generated message must appear and state “The Local field is required”.

11. State – This must be a required field if the FAA Office is located within the United States.  The system must provide a list of U.S. States and territories
 for FAA Offices in the US.  If the “United States” is selected as a country and no entry is made in the State field, the system must generate a message stating “The State field is required”.

12. Country – This must be a required field. If no entry is made, a system generated message must appear and state “The Country field is required”.

13. Contractor (FAA only) – This must be a required field. If no entry is made, a system generated message must appear and state “The Contractor (FAA only) field is required”.
14. Submit function – When the Administrator selects Submit, the system must verify data entry in form fields as described in B1-13 above.  If one or more fields has not been completed properly, the system must generate the appropriate messages next to each field on the page.  If the Certificate Request form has been completed properly, the system must initiate the process to request a certificate.
DT. When an Administrator completes the Certificate Request for FAA Users form which meets the form requirements and selects the Submit function the Certificate Request Complete page must appear.

DU. The Certificate Request Complete page must display the following data elements and functions:

1. Administration Home function – Selecting this function must display the Administrator Home page.
2. A system generated message must display on the page and state “The request for a digital certificate was processed successfully.”

3. A narrative must state that 1) an email will be sent to inform FAA employee digital certificate is ready for pick up, 2) a separate second email will be sent with password.

4. Request Certificate for FAA Users function – Selecting this function must display the Request Certificate for FAA Users page.
NOTE: After an Administrator successfully request a digital certificate for an FAA User, the FAA user must retrieve the digital certificate from GlobalSign and save the digital certificate to his/her local machine. For information on the requirements for a user (e.g. FAA employee and an Industry User) to retrieve his/her digital certificate from GlobalSign, refer to section 3.3.1.1 (U.S. resident) and or section 3.3.1.2 (Non-U.S. resident)
3.4.2.1.2 Cancel Certificate (FAA only)
DV. When an Administrator selects the Cancel Certificate (FAA only) function on the Administrator Home Page the Cancel Certificate (for FAA users only) page must appear.

DW. The Cancel Certificate (for FAA users only) page must display the following data elements and functions:
1. Administrator Home function

2. Keyword (e.g., name, email or order ID number)
3. Search function

DX. When an Administrator selects the Administration Home function the application must display the Administrator Home page.

DY. When an Administrator enters a keyword (e.g. name, email or order ID) in the Keyword field and selects the Search function the application must append to the page any certificate(s) found in record table format.
1. If the search for a certificate record yields no results, a system generated message must appear and state “No certificate was found.”

DZ. Each certificate record must display the following data elements and function:

1. Cancel Certificate function

2. User Type

3. First Name

4. Middle Initial

5. Last name

6. Suffix

7. Email

8. Certificate OrderID

9. Status

10. Certificate Expiration Date

11. Process Date

EA. The application must also display what keyword the search result was based on. 

EB. When an Administrator selects the Cancel Certificate function a Warning pop-up window must appear.

EC. The Warning pop-up window must display the following data elements and functions:
1. A narrative stating that the certificate must be invalidated and verification the selected record is to be canceled.

2. OK function

3. Cancel function

ED. The application must remove the record from the table and display a system generated message that states “The certificate was cancelled successfully.”

3.4.2.1.3 Non U.S Resident
This function adds a Non-U.S. Resident to the system after the requester's Proof-of-Identity is processed and is ready to be issued a digital certificate. After the Non U.S. Resident form is completed, an email is sent to the requester to let him/her to come to the DCS site and complete the purchase of a digital certificate.

EE. When an Administrator selects the Add Non U.S. Resident Proof Of Identify Form function the Non U.S. Resident page must appear.

EF. The Non U.S. Resident page must display the following data elements and function:
1. Administration Home function – Selecting this function must display the Administrator Home page.
2. First Name – This must be a required field. If no entry is made, a system generated message must appear and state “The First Name field is required”. 

3. Middle Initial – This must be an optional field.
4. Last Name – This must be a required field. If no entry is made, a system generated message must appear and state “The Last Name field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid Last Name”.

5. Suffix – This must be an optional data element.
6. Email Address – This must be a required field. If no entry is made, a system generated message must appear and state “The Email field is required”. If an invalid entry is made, a system generated message must appear and state “Invalid Email Address”.

7. Company Name – This must be a required field. If no entry is made, a system generated message must appear and state “The Company Name field is required”. If an invalid entry is made, a system generated message must appear and state “No matches. Search term was reset”.

i. The Company Name data element must function as a search engine and will provide valid suggestions, base d on the initial series of keystrokes.

8. Province – This must be a required field. If no entry is made, a system generated message must appear and state “The Province field is required”.

9. State – This must be an option data element.
10. Country – This must be a required field. The system must provide a list of countries from which to select from…  
If no entry is made, a system generated message must appear and state “The field is required”.

11. After an Administrator completes the Non U.S. Resident form and selects the Create function, 
i. The system must verify all form entries per requirements in 1-10 above.  If one or more fields has not been completed properly, the system must generate the appropriate messages next to each field on the page.  If the Non U.S. Resident form has been completed properly, the system must generate a message on the page stating: “The Certification request for this user is ID: xxx. Please note this on Proof Of Identity form for future inquiries. The Non-U.S resident has been sent a confirmation email notifying of the identity approval.”
ii. In addition, a system generated Confirmation email must be sent to the non U.S. resident notifying him/her that their Proof of identify Form was successfully processed and to use the supplied link and password to retrieve his/her digital certificate.
iii. If the email address is not valid, the system must generate a message stating:  “The Certification request for this user is ID: xxx. Please note this on Proof Of Identity form for future inquiries. was an error sending the email confirmation to the Non-U.S applicant.”
3.4.2.2 Reports

3.4.2.2.1 Certificate Issuance Report

The Certificate Issuance Report function enables an Administrator to view and identify users who have been issued digital certificates.
EG. When an Administrator selects the Certificate Issuance Report function the Certificate Issuance Report page must appear.

EH. All search fields on the Certificate Issuance Report page must be optional.

EI. The Certificate Issuance Report page must display the following search fields and functions.

1. Administration Home function – Selecting this function must display the Administrator Home page
2. User Type – An Administrator must be able to select Industry user or FAA user
3. Certificate Holder Name

4. Certificate Holder Email
5. Issuance Date Range (From) – When an Administrator selects the From data element a system generated calendar must appear. An Administrator must be able to select a “From” date using the system generated calendar.
6. Issue Date Range (To) – When an Administrator selects the To data element a system generated calendar must appear. An Administrator must be able to select a date using the system generated calendar.

7. Expiration Date Range (From) – When an Administrator selects the From data element a system generated calendar must appear. An Administrator must be able to select a date using the system generated calendar.

8. Expiration Date Range (To) – When an Administrator selects the To data element a system generated calendar must appear. An Administrator must be able to select a date using the system generated calendar.

9. Search function – Selecting the Search function must initiate the search for certificate issuance records.
10. Reset function – Selecting the Reset function must delete all entries to the data elements.
EJ. When an Administrator selects the user type, enters the certificate holder’s name, certificate holder’s email address, sets the Issuance Date Range, sets the Expiration Date Range, and selects the Search function on the Certificate Issuance Report page the following data elements and functions must append to the page:
1. User Type – The application must annotate the applicable user (FAA, Industry All)
2. Total Certificates Issued – The application must display a numerical count of the total number of certificates issued.

3. Total Amount Collected - The application must display a numerical dollar amount that reflects the current dollar amount collected for digital certificates.
4. Export to Excel function – Selecting the Export to Excel function must provide a dialog to display (Open) or Save an Excel file populated with Certificate issuance records from the Certificate Issuance Report.
5. Certificate Issuances in record table format.
6. Each Certificate Issuance record must display the following data elements:

i. User Type

ii. First Name
iii. M.I.

iv. Last Name
v. Suffix

vi. Email

vii. Certificate Order ID

viii. Status

ix. Certificate Expiration Date

x. Credit Card Transaction ID
xi. Credit Card last 4-Digits

xii. Amount

xiii. Process Date

7. Each column header (e.g. User Type, First Name…..) when selected must display the certificate issuance records in ascending or descending order. 
8. The system must allow the user to resize the column widths.
9. The system must provide horizontal and/or vertical scroll bars for information that exceeds the page width or record table height.
3.4.2.3 Manage Users
3.4.2.3.1 Create New User

EK. When an Administrator selects the Create New User function on the Administrator Home Page the Create a New User Account page must appear.

EL. All data elements on the Create a New User Account page are required.

EM. The Create a New User Account page must display the following data elements and function:

1. Administration Home function – Selecting this function must display the Administrator Home page.

2. User Name – This must be a required field. If no entry is made, a system generated message must appear and state “The User Name field is required”. 

3. User Type – This must be a required field. If no entry is made, a system generated message must appear and state “The User Type field is required”. 

4. Email Address – This must be a required field. If no entry is made, a system generated message must appear and state “The Email Address field is required”. 

5. Password – This must be a required field. The password must be eight (8) characters in length. If no entry is made, a system generated message must appear and state “The Password field is required”. 

6. Confirm Password – This must be a required field. The password must be eight (8) characters in length and match exactly with the Password entry. If password and confirm password entries do not match, a system generated message must appear and state “The password and confirmation password do not match”. 

7. Create User function – Selecting the Create User function must validate the data entered on the page.  If any entries are incorrect, the system must display the appropriate messages per items 1-7 above.  If all fields have been entered correctly, the system must initiate the creation of a new user account.
8. When an Administrator completes the Create a New User Account form and selects the Create User function on the Create User page a system generated message must display and state “The new user has been created successfully.”

3.4.2.3.2 Current Users 

EN. When an Administrator selects the Current Users List function on the Administrator Home Page the Current Users page must appear.

EO. The Current Users page must display the following data elements and function:

1. Administration Home function – Selecting this function must display the Administrator Home page.

2. Create New User function – refer to section 3.4.2.3.1 for requirements to the Create New User function.
3. Current users in record table format. 
EP. Each Current user record must display the following data elements:

1. User Name

2. User Type

3. Email

4. Status: IsActive with checkbox
5. Created Date

6. Last Updated Date

7. Create By

3.4.2.4 Error/Email Log

3.4.2.4.1 Error Log

EQ. When an Administrator selects the Error Log function on the Administrator Home Page the Error Log page must appear.

ER. The Error Log page must display the following data elements and function:

1. Administration Home function – Selecting this function must display the Administrator Home page.

2. Date Range From – This must be a required data element. Selecting this data element must display a computer generated calendar.

3. Date Range To – This must be a required data element. Selecting this data element must display a computer generated calendar.

4. Search function – This must initiate the generation of the Error Log.
ES. When an Administrator selects a date using the system generated calendar that displays within the Date Range From data element, selects a date using the system generated calendar that displays within the Date Range To data element, and selects the Search function, the system must search for error records within the time frame entered.  Alternatively, the system must display one or more of the following messages, as appropriate: 
1. If no date is selected for the Date Range From, a system generated message must appear and state “The Date From field is required.

2. If no date is selected for the Date Range To, a system generated message must appear and state “The Date To field is required.

3. If no error records were found within the date parameters, a system generated message must appear and state “No error data found.”
4. If the system identifies error records within the specified timeframe, the system must display those records. In addition, the application must display a cumulative numerical count of all the errors.
ET. An Error record must display the following data elements:

1. Date

2. Error ID

3. Source

4. Error Message

5. Error Data

6. Stack Trace

7. Target Site

8. User Name

3.4.2.4.2 Email Log
EU. When an Administrator selects the Email Log function on the Administrator Home Page the Email Log page must appear.

EV. The Email Log page must display the following data elements and function:

1. Administration Home function – Selecting this function must display the Administrator Home page.

2. Date Range From – This must be a required data element. Selecting this data element must display a computer generated calendar.

3. Date Range To – This must be a required data element. Selecting this data element must display a computer generated calendar.

4. Search function – This must initiate the generation of the Email Log.

EW. When an Administrator selects a date using the system generated calendar that displays within the Date Range From data element, selects a date using the system generated calendar that displays within the Date Range To data element, and selects the Search function, the system must search for email records within the time frame entered.  Alternatively, the system must display one or more of the following messages, as appropriate:  
1. If no date is selected for the Date Range From, a system generated message must appear and state “The Date From field is required.

2. If no date is selected for the Date Range To, a system generated message must appear and state “The Date To field is required.

3. If no email records were found within the date parameters, a system generated message must appear and state “No error data found.”

EX. If the system identifies email records within the specified timeframe, the system must display those records. In addition, the application must display a cumulative numerical count of all the email messages.

EY. An email record must display the following data elements:

1. Date

2. Error ID

3. Source

4. Error Message

5. Error Data

6. Stack Trace

7. Target Site

8. User Name

4. Operational Requirements

4.1 Security

The following sections provide a high level overview of the DCS security requirements.

4.1.1 Physical Security

EZ. The physical security of the DCS production environment must be the responsibility of the FAA.  

FA. The production FAA server environment must be located in FAA Data Center, Oklahoma, Oklahoma City (OKC).

4.1.2 Personnel Security Clearance

FB. Only authorized FAA personnel and authorized contract personnel must have access to the DCS production web server and database server.

FC. Only authorized FAA personnel and authorized contract personnel must require the standard Level 5 clearance. 
4.1.3 Encryption

FD. Secure Socket Layer (SSL) sensitive data (e.g. password) must be encrypted in the DCS database. 

FE. All users who can enter the secure area of the site must be considered trusted. 

FF. For the DCS website, there must be a need for SSL encryption.
4.1.4 Application to Database Management Access

FG. The DCS application access to the database must automatically connect using the “dcsuser” account in the SQL database and not NT Authentication. 

FH. SQL authentication must be used to validate the account. 

FI. After the “dcsuser” account is validated, the system must use “dcsuser” for all other data access.

FJ. The connection string used by the DCS application to access the database must be located in the web.config file.

4.1.5 User Level Access Method

FK. The DCS application must be responsible for authenticating the user.  

FL. To receive access to the DCS application, 

1. A user must be required to provide user name and password.

2. Administrators must be able to add new users to the DCS application.

4.1.6 Accessibility

FM. The access method required by DCS must be that of a web-based Internet, which utilizes thin client architecture. 

FN. The only client-side requirements must be a readily available web browser (i.e. Internet Explorer v.6.0 and greater).  

FO. Configuration Management (CM) must be limited to the browser manufacturer and version.

4.2 General System

FP. The system must allow for multiple user roles.

FQ. The system must save all data input by a user in a comprehensive, searchable database.

FR. The system must have the capability to interact with the DCS database, and be able to retrieve and save data to the database.
FS. The system must have a print capability for reports to be printed as Excel and or HTML.

FT. The system must provide the capability to minimize user errors in the search capability by using drop-down lists whenever possible.
FU. The system must provide the capability to sort data search results categorically.
FV. The system must provide the capability to retain change-log history information.
FW. The system must enable authorized users to download DCS related documents (e.g., Userguide, reports).

4.3 System Integration
FX. The system must communicate with the WebOPSS database using ADO.Net from the DCS application. 

FY. The WebOPSS database connection string must be configurable in the DCS web.config file. The WebOPSS database is used as an external data source. 

FZ. The system must be able to retrieve and validate WebOPSS users’ information.

1.  FAA Users: FAA offices, City, State, and Country

2.  Industry Users: Organization, City, State, and Country

4.4 Graphical User Interface

GA. The DCS application must possess a Graphical User Interface (GUI) that follows the business process logic to guide users through every step.

GB. The DCS application GUI’s appearance must follow FAA branding guidelines, including Section 508 Compliance standards.
GC. The DCS application must present data that is current, complete, and accurate at the time the user’s session started.

GD. The DCS database must immediately reflect new and updated information. To each user, the DCS GUI will only appear to keep pace with data s/he adds or changes during the session.  
GE. The DCS application’s GUI must enable users to navigate between web pages with minimal effort.  
4.5 Data Currency

GF. The DCS application Data Currency (a measure of how recent data is) must conform to the following:
1. The DCS database must be updated immediately whenever users submit data.

2. NPG Order 1800.56N

3. Information Systems Security Policy (ISSP)
4. FAA Security Certification and Authorization Package (SCAP) requirements
4.6 Reliability
GG. The reliability of the DCS System must comply with Flight Standards Service (AFS) specifications and practices. 

GH. The DCS System must not be down more than three (3) hours.
4.7  Recoverability

GI. The DCS System must meet the operational requirements to restore function and data in the event of a failure as outlined in the DCS System Transition Plan (STP). 

4.8 Availability

GJ. The availability of the DCS System must comply with the AFS specifications and schedules.
GK. The DCS System must be fully functional 24 hours a day and seven (7) days a week, except when system maintenance is scheduled to occur.

GL. Fully functional software features must be introduced to the entire user (roles) at the same time.

GM. All users must use the same version of the fully functional DCS application.

GN. The Release Notes documentation must describe changes from one software release to the next.
4.9 Fault Tolerance

GO. The DCS System must comply with the Department of Transportation (DOT) and FAA requirements for system fault tolerance.
4.10 Performance

GP. The DCS System must perform at standards set by the FAA system guidelines.

4.11 Capacity
GQ. The DCS System must be able to withstand and retain the data capacity requirements necessary to perform the functions within, and without sacrificing performance standards.
4.12 Data Retention

GR. The DCS System must not purge any data from its database.

GS. The DCS database allocation controls and data retention schedules must conform to AFS specifications and schedules and 29 CFR 1904 regulations.  

1. The Occupational Safety and Health Administration (OSHA) mandates that workplace inspection records must be retained for 5 years or until all identified findings in the reports are abated, whichever date comes later.

APPENDIX A:  Acronym List

This list provides the acronyms and abbreviations used in this document and the meaning of each.

	Acronym
	Description

	AFS
	Flight Standards Service 

	AQS
	Office of Quality Integration and Executive Services 

	AVS
	Aviation Safety

	AVSMT
	AVS Management Team 

	CM
	Configuration Management

	DAL
	Data Access Layer

	DCS
	Digital Certificate Service 

	DOT
	Department of Transportation

	FAA
	Federal Aviation Administration

	FRD
	Functional Requirements Document 

	FSTD
	Flight Simulations Training Devices 

	GUI
	Graphical User Interface

	HTML
	HyperText Markup Language 

	IE
	Internet Explorer 

	ISSP
	Information Systems Security Policy

	LM
	Lockheed Martin 

	NAS
	National Airspace System

	MMAC
	Mike Monroney Aeronautical Center 

	MS
	Microsoft 

	NISC
	NAS Integration Support Contract 

	OKC
	Oklahoma City 

	ORM
	Object Relational Mapping 

	OSHA
	Occupational Safety and Health Administration 

	SCAP
	Security Certification and Authorization Package

	SQL
	Structured Query Language 

	SSL
	Secure Socket Layer

	STP
	System Transition Plan 

	WebOPSS
	Web-Based Operations Safety System 


�Does not describe alternate means of proof of identity (form).  





Admin request certificate on behalf of an FAA user.  Suggest change decision box to read “FAA or Industry User?” arrow below to “FAA” and following box to start “Admin completes and submits the Certificate Request…”


�There is no WebOPSS Home function in the DCS Header, nor should there be.  Would be okay to have application linkS (WebOPSS, eForm 337, …) maybe on the support page, but there aren’t those right now either.  Not sure if it’s necessary.


�Will this appear in the header? Or just when user goes to login page?


�Only thing not germane to FAA user is purchasing a digital certificate.  The pages at this level are for all users, except for Administration.


�These are FAA Branding requirements…reference?


�What is an “invalid entry?”  What is being validated here?  Numbers? Length? 


�Ditto above…what is “invalid”?  Is it checked at this point against a source or are there entry criteria.


�Need to add validation against list of US States and territories.


�Numbers only?  Whole? Decimals? Range?


�I don’t think this is validating cities, is it?


�These are required fields for identity verification.  Rejected the changes that made these optional.


�State is validated against a list of US States and territories


�Ditto what is invalid?  Numbers? 5 digit? 5 dash 4?


�What is invalid?  And what if the previous address is outside US?  


�What is valid?  10 digits numbers only?


�What is invalid?  No “@”? No domain?


�Is it enough to separate organization information on the page?  Should it be on its own separate page?


�Please confirm: We will make all listed fields optional. 


�Yes, optional.  


�Is there a way they could also enter multiple companies, still validating against certificate information and concatenated into one ou??  Primary org box for the city/state/country autofill and additional box(es) for additional companies?  Companies would then concatenate into ou (what is size limit?)  Just tossing it out there as an idea…not critical.


�Item H added above instead of this I?


�Is there really a validation on name?  Alpha only???


�Is there really a validation on name?


�Again…is it really validating something here?


�What is the validation here? 5-digit number? 


�Validation based on selected card format?  





???????????????


Is there really any field-specific validation other than for no entry?  Is the complete information not just validated against the credit card information?  


????????????????


�Numbers?


�Is this a link to something or is it just displaying the email address on the same page?


�Wasn’t Identity Verification not already covered in J above?  Does it really belong here?  I’m confused on the sequence.  Identity verification probably belongs here instead.  The system is not actually checking identity until after payment information has been processed or how else would it charge $9.50?


�Need a description of what happens if Pickup password is entered incorrectly.  I also made up the name Certificate Password page since I’m not looking at the actual screens…please provide appropriate page name(s).


�This currently is labeled “User name.”  Might be better to change system to say “Email address.”


�This does not all need to be repeated.  Refer to one section for credit card payment.


�This is not applicable to someone submitting a Proof of Identity form.


�Please confirm: When Organization is not provided while city/state/country is provided, the 2nd and 3rd OU fields will display city/state/country data regardless of the first OU field (for organization name) being blank.


�Agreed.  Need to ensure the data entry accommodates this.


�What is Local?


�Not sure where this comes from?  SRT? WebOPSS?


�Suggest changing the language on the Cancel Certificate page itself.  Current LM:


Cancel Certificate (for FAA users only)


Search certificate by keyword (name, email or order ID), then click on Cancel. 





Cancel Certificate (for FAA users only)


Search certificate by keyword (name, email or order ID), then click on Search. 





Further instructions for Cancelling should be added if and when certificates are returned.


�Is there really a validity check?  If so, what?


�Ditto above.  Is there really a validity check?  If so, what?


�Verification requirements? @ sign and .domain? 


�Checking against what?  Where are company names going to come from?  WebOPSS?


�Where is the list from?


�Message if it does not meet minimum password requirements?
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Users pick up renewed certificate


Users can request forgotten password


Users can contact DCS Administrator to request a new certificate.
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Industry Users


Has certificate(s) expired?
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2. Send email to users with new pickup password and instructions to pick up renewed certificate
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(ID check required)


Users correct credit card information


Are emails/passwords correct?


Cannot renew


No


Users can request forgotten password


Yes


DCS
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